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Cybersecurity & Infrastructure Security Agency – Alert (AA22-011A)  - Russia / Ukraine 
 
National Cyber Awareness System - Alert (AA22-011A)    
“Understanding and Mitigating Russian State-Sponsored Cyber Threats to U.S. Critical Infrastructure” 
  

The Cybersecurity and Infrastructure Security Agency (CISA), Federal Bureau of Investigation (FBI), and National 

Security Agency (NSA) released an Alert for potential Russian cyber activity that targets critical infrastructure. 

The Alert presents Russian State-Sponsored Cyber Operations; Commonly Observed Tactics, Techniques, and 

Procedures (TTPs); Vulnerabilities exploited; Detection Actions; Incident Response Guidance; and Mitigation,  

TS Partners has reviewed the Alert and recommendations to ensure our infrastructure is protected from intrusion 

and malicious activities. We are current in our software patching. 

By way of background: 

 TS Partners is not an Application Services Provider/Service Bureau.  

 Clients license the application software for installation and use in their own Datacenters. 

 There is no Client processing or production on systems maintained at TS Partners. 

 TS Partners does not use offshore, contractor, sub-contractor or other third-party resources. 

 Mobile phone access to TS Partners infrastructure is not allowed.  

 BYOD-to-work is not allowed. 
 

To view the CISA advisory:   https://www.cisa.gov/uscert/ncas/alerts/aa22-011a    
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